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Just like spring cleaning, many businesses should take the opportunity to review their 
intellectual property to ascertain what needs protection and what needs to be 
discarded.  I would like to give you some "spring cleaning" ideas for your businesses.  
While this type of technology protection audit can be carried out at any time, someone 
in your organization should be given the direct responsibility for carrying out this task at 
least once a year, with monthly or bimonthly follow-ups. 
 
The rationale is simple.  If your intellectual property rights are not built on a proper 
foundation, the whole house of cards could come tumbling down in one of at least two 
ways.  Firstly, you could face a law suit against you for infringement of someone else's 
rights.  Secondly, someone else may end up using the technology you spent so much 
time, money and effort developing and you may have no recourse against them.  
Neither scenario, nor any variation on them, is likely to warm the hearts of your 
investors, your distribution network or your customers. 
 
Here then is a list of things you can and should do to protect your business:  
 
1. Determine What Information Should Be Kept Secret 
 
Identify your trade secrets and put them in writing.  Err on the side of caution.  There is 
no absolute definition of a trade secret, however, anything which becomes generally 
known to the public can no longer be described as a trade secret.  Almost anything 
which has value and is not in the public domain will qualify as trade secret.  Customer 
lists, supplier lists, test data, marketing plans and financial information are examples of 
things that can be trade secrets. 
 
2. Develop an In-House Proprietary Rights Protection Policy 
 
 This should be done as soon as possible and should be made one person's 
direct responsibility.  Constant follow-up should be implemented as should ongoing in-
house education of all personnel.  The policy should be in a written form and in 
language that is easy for all employees to understand.  This policy should cover a 
number of matters such as treatment of your proprietary information and the proprietary 
information of others parties, confidentiality, security and access.  It is also useful to 
have an in-house e-mail protocols and definite restrictions on use of the Internet.  
 
3. Review Physical Security and Access Policies 
 
 Are physical security and access measures and policies in place, enforced and 
adequate?  Is confidential information disseminated only to those persons who need to 
use it?  Is confidential information clearly labeled and treated as such?  Is confidential 
information put in a secure place at the end of every day?  Are confidential information 
and trade secrets of other parties which you have access to, treated in a similar way by 
your personnel?  Are visitors chaperoned while on your premises and a record kept of 
their visit? 
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4. Review the Chain of Title to all of your Technology 
 
 Can you prove that you own all rights to your technology, including copyrights, 
patents, trade-marks, industrial designs, integrated circuit topography rights and trade 
secrets?  Have you got written documentation confirming this?  If technology owned by 
another party forms a component of your technology or product (for example, third party 
software), do you have a written licence or assignment of the applicable rights from the 
owner that allows you to do what you want with your technology or product? 
 
5. Determine What Protection is Available and Implement Where Appropriate 
 
 Have you reviewed what protection is available for your technology and products 
by way of registrations for such things as patents, copyrights, trade-marks, industrial 
designs and integrated circuit topographies?  If so, have applications for registration of 
such rights been made in all countries where you have at least a reasonable prospect 
of selling or licensing your technology or products?  Are proprietary notices used in the 
correct manner? 
 
6. Search For Existing Rights Before Proceeding 
 
 Have you searched appropriate registries to determine whether you may be 
infringing someone else's previously existing rights?  For example, is your brilliant new 
invention already protected under a claim in an issued patent in a country that would be 
a likely market for your new invention?  If so, is that patent valid or subject to attack?  
Are you potentially setting yourself up for a lawsuit at the hands of a prior patent owner?  
Similarly, there is little point in investing valuable time, money and effort in an 
advertising and promotional blitz for a product or service which utilizes a trade-mark or 
trade name that someone else has already used and/or registered for a similar product 
or service. 
 
7. Carry Out Surveillance Searches 
 
Do you carry out surveillance searches on a regular basis to determine if anyone is 
infringing your rights?  It is very important to be aware of any potentially infringing 
actions by competitors at an early stage in order to be able to take swift action to 
restrain such infringement before it becomes widespread. 
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8. Document Employee and Independent Contractor Agreements 
 
Are proper written agreements in place with all employees and independent contractors 
(particularly those involved in research and development)?  Issues which need to be 
covered include proprietary rights ownership, protection of trade secrets and 
confidentiality, disclosure of prior restrictive agreements, disclosure of all work product, 
documentation of work product in an acceptable form on a daily or weekly basis, non-
solicitation of clients and employees and non-competition.  Pre and post-employment 
interviews should be conducted to ensure that these issues are brought directly to the 
employee's or contractor's attention.  A copy of the agreement should be given to the 
employee or contractor and a copy kept in their permanent file.  An opportunity should 
be given to the employee or independent contractor to review the agreement with their 
own independent legal counsel prior to execution.  Ideally, these agreements should be 
entered into at the commencement of the employment or engagement of the services, 
or, alternatively, timed to coincide with a change of employment circumstances. 
 
9. Document Confidentiality Covenants with Outside Parties 
 
Before disclosing your confidential information and trade secrets to other parties, are 
written confidentiality agreements in place?  Potential investors, joint venturers, 
strategic partners, distributors and customers all want to see what you have before they 
commit themselves.  Make sure they have agreed not to disclose, use or reproduce 
your confidential information or trade secrets without your express consent.  They 
should also be required to obtain similar agreements from those individuals in their 
organizations who will have access to your confidential information or trade secrets. 
 
Utilizing the above checklist will go a long way to helping you stay ahead of (or at least 
abreast of) your competition and hopefully, out of court.  As technology-based 
businesses become more prevalent and the competition more fierce, the importance of 
protecting your intellectual property rights will become more of a priority than ever.  
Naturally, every business will have unique aspects to it which will require modifications 
or additions to the above list.  You should consult with your own legal counsel to ensure 
you have identified and addressed the necessary issues. 
 
 
 
 
 


